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WISCOM (Wisconsin Interoperable System for Communications) Programming Security Agreement
This agreement is between ________________, a technician and/or programmer for _________________ (company or agency name) and the Wisconsin Interoperable System for Communications (WISCOM).  

Key(s) being requested: _________________________________________________________________

Wisconsin Interoperable System for Communications programming data and keys are by nature of their use in the public safety environment, sensitive, and in need of protection from revelation or dissemination to those not authorized to possess them.  Users or service personnel not specifically authorized are not permitted to program or otherwise modify radios, or any aspect of WISCOM in any way.

The following conditions apply to any security key or radio program developed for use on any piece of equipment in WISCOM:

1. The radio program security key of any manufacturer shall not be provided or divulged for any reason to 
persons other than those who have been authorized by the Statewide System Management Group (SSMG) through this agreement.

2. Only radios of specifically authorized agencies that have completed an application and Memorandum of 
Understanding with the system administration shall be programmed or otherwise included in the system.

3. No radio shall be programmed, or program modified, except for those authorized by this agreement.

4. No radio ID shall be programmed into a radio unless authorized to do so.  No radio ID shall be duplicated 
in the WISCOM system.  All radio ID’s must fall within the parameters of the WISCOM Interoperability Code and ID Plan.

5. No talkgroup shall be programmed into a radio unless authorized to do so.

6. Each agency and its designees shall be responsible for the integrity of the system key, and any computer 
equipment on which the key and associated programs reside.

7. No modifications will be performed to WISCOM with regard to setup and operating parameters without 
the expressed authorization of the system manager and/or his/her designee.

8. As an authorized programmer, the signatory agrees to abide by all policies and procedures of the 
Wisconsin Interoperable System for Communications, the SSMG, and the Interoperability Council (IC).

It is understood that the integrity of the system is paramount to the safety of the citizens of Wisconsin and the public safety responders responsible for ensuring that safety.  For that reason, all signatories of this agreement shall not take any action that would in any way detrimentally affect the system, or those affected by the system.

It is understood that programming keys are the property of WISCOM and that violation of this agreement could cause the employment dismissal and possible prosecution of any individual(s) responsible for causing a security breach, or a condition that could be detrimental to the system and/or its security.  Individuals could include both the signatories of this document, and those involved in violations of the document.  WISCOM reserves the right to conduct a background check on any individual.  Applicant shall provide documentation of applicable certification and/or training.

I, the Agency Authorized Manager, have read, understand and agree to the above guidelines and signify agency agreement to timely report the severance of the Technician’s employment. I will report to WISCOM Administrators at wiscomtech@dot.wi.gov any compromise of the proprietary information or violation of this agreement by my agency, the technician or other agency/technicians/parties that comes to my attention.

I, the technician, have read, understand and agree to the above guidelines for access and use of WISCOM software, software system keys and facilities, and I agree to maintain the integrity and security of any proprietary information in my custody as it pertains to the system.  I attest that I have attended factory training and am certified to program trunking subscribers.  I understand that I am obligated to attend any mandatory WISCOM training that pertains to programming trunking subscribers on the WISCOM system.  I will use this information only through my current employment with the above mentioned company/agency and will obtain new approval if I change agency or employer.  I will report to WISCOM Administrators at wiscomtech@dot.wi.gov any compromise of the proprietary information or violation of this agreement that comes to my attention.  I agree to supply proof of attending radio manufacturer P25 trunking programming training upon request.
	

	Technician/Programmer Signature                                                                            Date

	

	Technician/Programmer Name (Printed)

	Date of Birth:
	
	

	E-mail Address:
	
	Phone Number:

	Street Address:

	City, State, Zip:

	

	

	Authorized Agency Manager Signature                                                                   Date

	This authorization is necessary for public safety needs, and I recommend approval of this authorization.

	

	Public Safety Official Signature (for whose agency you require this key)          Date

	
	
	
	
	

	Agency Name                                                             Title                                                 Phone

	

	WISCOM Approval  Signature                                                                                    Date
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