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USER AGREEMENT
FOR
LEVEL 3 AND 5 USAGE OF WISCOM


1. PURPOSE AND INTRODUCTION
[bookmark: Text1]The purpose of this Agreement is to define the rights and obligations of the System Administrators, the Statewide System Management Group ( the “SSMG” is the Interoperability Council’s workgroup and is hosted by the Wisconsin Office of Justice Assistance (the “OJA”))and       (the “USER”) with respect to the USER Agency’s use of portable, mobile, desktop, and any additional end user radios.  This Agreement does not extend to other political subdivisions, and the USER may not authorize subscriber radios of other agencies to use the Wisconsin System for Interoperable Communications (“WISCOM”).  The System Administrators for WISCOM are the OJA and the Wisconsin Department of Transportation (“WisDOT”) State Patrol Bureau of Public Security and Communications (“BPSC”).  The relationship and responsibilities between the OJA and the BPSC are detailed in a separate memorandum of understanding.

Attachment A provides:

1) A list of the authorized radio counts and talkgroups categorized by departments within the same unit of government at the time of the execution of this agreement.

Attachment B provides some, or all, of the following clarifications:

(1) A list of approved WISCOM radio tower sites for the designated USER agency;
(2) A list of approved enhancements and enhancement sites for locally (USER) funded WISCOM talkgroups;
(3) A schedule of fees and agreements for the shared expenses related to this Agreement; 
(4) The specific details regarding any FCC licenses locally held for use on WISCOM;
(5) A description of, and fees related to (if applicable), the USER desired, and WisDOT-managed, local enhancement;
(6) Any agreement regarding the USER’s authorization to access the Network Management system.


2. DUTIES AND RESPONSIBILITIES OF USER

2.1 Point of Contact

The USER shall provide a single point of contact including an e-mail address to the WISCOM system administrators.  The WISCOM System Administrators will use this single point of contact to notify the USER of system outages or upgrade issues.  From this single point of contact, the USER agency is required to inform its own users of outages or upgrades.

2.2 Conformance to WISCOM Standards

The USER is subject to all applicable standards, policies, procedures and protocols established or amended by the SSMG related to the use of WISCOM, including, but not limited to, user training requirements, radio operating guidelines, audit, monitoring, and compliance.  The USER is further required to enforce those same applicable standards, policies, procedures and protocols with agency personnel from departments within the same unit of government who are issued radios to be used on WISCOM.  

2.3 Conformance to WisDOT Guidelines

The USER understands that the WisDOT State Patrol owns and operates the WISCOM system backbone and is subject to WisDOT’s State Patrol BPSC technical and operational guidelines, as specified in the SSMG Administrative Manual, as applicable.  The USER is further required to enforce those same technical and operational guidelines with personnel from the same departments within the governmental units who are issued radios to be used on WISCOM.

2.4 Conformance to Federal Laws and Regulations

The USER is subject to all applicable federal rules, regulations, and laws pertaining to the use of WISCOM including, but not limited to, the Communications Act of 1934 as Amended and Part 90 of the Federal Communications Commission Rules and Regulations.

2.5 Conformance to SSMG Guidelines

The USER agrees to abide by all guidelines set forth in the SSMG’s Administrative Manual for WISCOM.  A copy of the manual is available at www.interop.wi.gov





2.6 Conformance to Interoperable Communications Principles

The USER is subject to standard National Incident Management System (NIMS) radio procedures for interoperable communications on WISCOM’s interoperability talkgroups.   The USER determines operational procedures for its own agency-specific talkgroups.

2.7 Radio Operator Training

The USER shall ensure that anyone using a WISCOM subscriber radio receives end radio user training.  The training, at a minimum, shall include proper radio usage, operation of the WISCOM trunked system, contingency procedures in the event of WISCOM system impairments, interoperability protocols and standards, regional standards and SSMG standards as specified in the WISCOM Administrative Manual.

2.8 Response to Improper Use

In the event WisDOT informs the USER that statistical analysis of WISCOM usage or other information indicates that the USER’s personnel may have inappropriately used the system violated standards, policies, procedures, rules, regulations or laws regarding proper operation of WISCOM or the provisions of this Agreement, the USER is required to take immediate and appropriate investigative and corrective action to stop the violation and eliminate any reoccurrence.

2.9 System Key Files and Encryption Keys

All system key files and encryption keys are classified as security information and non-public data.  Unless specifically authorized by WisDOT State Patrol in writing on an individual radio basis, the USER must not directly or indirectly or permit any third person to:  view, read, print, extract, copy, transmit, archive, edit, create, clone, transfer, release, tamper with, reverse engineer or otherwise compromise the security of any system key file or encryption key files for any radio on WISCOM.  In the event that the USER learns that any person has improperly or fraudulently obtained a system key file or encryption key file, the USER is required to immediately notify WisDOT of the security breach so that a proper inquiry, which may possible rise to a criminal investigation, can be considered.

2.10 Decertification and Disposition of Obsolete Radios

The SSMG may decertify radios and/or radio operating software versions which become obsolete for reasons including, but not limited to:  become unsafe to use, impair WISCOM performance, are no longer supported by the radio Manufacturer, are no longer supported by the SSMG, exhibit substantial defects, exhibit performance deficiencies, impair implementation of WISCOM upgrades, become unreliable, become economically unfeasible to maintain, etc.  Except in those cases affecting safety or performance impacts to WISCOM, the SSMG will make reasonable efforts to avoid decertification of radios belonging to the USER which have not been fully depreciated and to provide the USER with at least one (1) year of advance notice prior to the effective date of radio or software version decertification.  Decertified radios or radios operating with decertified software versions will not be allowed to access or use WISCOM.

2.11 Notification to WisDOT of Lost or Stolen Radios

The USER is required to immediately notify WisDOT State Patrol BPSC of any missing, lost, or stolen radios in order for the radio to be remotely disabled on the system by BPSC staff.

2.12 Fees and Charges

(1) At the time of the execution of this Agreement, the OJA has provided operating costs for the statewide portions of the WISCOM backbone to WisDOT.  
(2) Level 3 and 5 Usage (check the box applicable to this agreement.)
a. |_|  At the time of the execution of this Agreement, the USER has been granted reprieve from fees as an early adopter of WISCOM.  Therefore, the OJA will not collect user fees from the USER to operate on WISCOM.  In the event that the SSMG must assess user fees, the OJA, the SSMG, and the USER shall work cooperatively to renegotiate Appendix B of this Agreement.  The USER is subject to daily user system maintenance fees which may be assessed by the SSMG after June 30, 2015.
b. |_|  Wide area USERS who have not contributed resources towards infrastructure do not qualify for the early adopter program and must pay a user fee.  Wide area USERS of Level 3 and 5 talkgroups who do not contribute to the operations and maintenance of a local enhancement site may be denied usage of that site at the discretion of the provider of the enhanced site.  Attachment B lists any sites and fees associated with the USER.
c. |_|  Neither 2a or 2b applies to this agreement. 
(3) A USER that desires Level 3 and 5 usage of an another USER’s local enhancement shall work with the enhanced site provider, the System Administrators, and the SSMG to define the provisions and cost sharing associated with this usage.  Any such agreement will be reflected in Attachment B.
(4) Failure to pay user fees within 30 days of invoice constitutes default of this Agreement.  Billing will on a July 1 to June 30 cycle with the first year of usage pro-rated.  Thereafter, annual invoicing and payments will occur.  The cost for this optional WisDOT provided maintenance for local enhancements will be consolidated on this invoice with funds routed to WisDOT through OJA (Fiscal).

2.13 Radio Equipment

The parties herein agree to operate and maintain their equipment in accordance with FCC regulations and operational parameters established by this Agreement.  The equipment shall be and shall remain the property of the party that furnished it (unless an agreement has been made to relinquish ownership of the equipment in question to WISCOM).  The parties herein are authorized to operate their equipment for test purposes, maintenance, reliability checks and operational use.

2.14 WISCOM IP Network

WisDOT State Patrol shall retain management of all routers and switches tied into the WISCOM IP Network.  The USER and any third party are prohibited from changing, adding, adjusting, or removing any network operating parameters on routing devices. Routers must be capable of transporting SNMP data for purposes of system monitoring and maintenance.

2.15 Enhanced Coverage Sites

(1) Infrastructure the USER owns and has been added to WISCOM to enhance local coverage shall be made available to all WISCOM users for Level 1 and 2 usage.  Level 3 and 5 usage will be pre-approved after agreement on the allocation of local enhancement operating costs among those Level 3 and 5 users from the same local operating area.  The first priority of capacity as a result of local enhancements will remain with the user who funded that enhancement.
(2) The USER acknowledges the unique contributions to WISCOM’s infrastructure by two wide area USERS.  Unless specified otherwise in Attachment B, the USER agrees to reciprocate Level 3 and 5 usages on the local enhancement with these specified wide area users.  For the terms of this agreement, the WI State Patrol and WI Department of Natural Resources will not be charged for Level 3 or 5 usage on a local enhancements unless that usage become excessive.  Parties agree that a local enhancement essentially raises their contribution to the same level that these two agencies have already contributed to WISCOM infrastructure.
(3) The USER at their option may negotiate for WisDOT to manage their enhanced site(s) through WisDOT resources.  Details and associated costs will be determined by WisDOT and specified in Attachment B.
(4) Users will maintain their sites and equipment at the current system revision level of the WISCOM system. 

2.16 WISCOM Sites and Sharing of Capacity (not applicable to local site enhancements)

(1) A reasonable portion of each site’s capacity will be reserved for Level 1 and 2 usage.  Prior to authorizing new Level 3 and 5 usage on any existing WISCOM site, BPSC will conduct a capacity analysis.  Usage of that site by a new Level 3 or 5 user will only be authorized if the new usage does not exceed existing site capacity.  If the analysis suggests that capacity will be exceeded, the new USER shall be required to improve the site prior to use.  The site shall be upgraded to meet capacity and include at least 1 additional repeater reserved for interoperable voice traffic.
(2) Those Level 3 and/or 5 USERS joining WISCOM under the Early Adopter Program have first rights to that capacity apportioned to Level 3 and/or 5 usage until June 30, 2015.  After June 30, 2015, if necessary, all Level 3 and/or 5 USERS from that geographical area will share in the cost of site improvement to meet current capacity requirements and allow all interested Level 3 and/or 5 users shared access to that site’s capacity.

3. DUTIES AND RESPONSIBILITIES OF OJA , the SSMG and WisDOT State Patrol

3.1 Allocation of System Resources

The System Administrator at the WisDOT State Patrol will allocate to the USER sufficient system resources, including talkgroups, announcement groups, radio unit ID’s, alias ID’s, etc. in order to provide the USER with the grade of service identified in the Participation Plan approved by the SSMG.  The USER acknowledges that WISCOM capacity was designed first and foremost for interoperability purposes, and that the USER may be required to enhance WISCOM’s infrastructure in order to have the desired coverage and capacity.

3.2 Monitoring of USER Talkgroups

The System Administrators may periodically monitor talkgroups allocated to the USER for the USER’s internal use for system management purposes including, but not limited to, maintenance, troubleshooting, system performance assessments, unusual traffic patterns (e.g. sudden jump in usage), policy and procedure compliance checks, etc.  The System Administrator may monitor the USER’s talkgroups at any time, for any duration, without notice, and subject to recording.

3.3 Database Administration

WisDOT State Patrol will manage and administer WISCOM database records containing the information related to inventory, configuration, programming history, software version control, radio ID’s, service levels, statistical usage analysis, etc. for the USER’s subscriber radios used on WISCOM.   In some cases, USERS with large subscriber fleets may be granted authority to manage their radio fleet on the Network Management System.  The provisions of this agreement will be specified in Attachment B.

3.4 Radio Station Licenses

Unless otherwise agreed to in Attachment B, WisDOT State Patrol shall hold and administer all FCC licenses on behalf of all users for WISCOM.  The USER shall operate as authorized mobile, portable and control station units under the applicable FCC radio station licenses.

3.5 Performance Issues and System Outage Reporting

The SSMG Administrative Manual will contain a procedure for reporting system outages and performance issues.  Depending on the impact of the issue, the technician response will vary.  The procedure includes a process to escalate reconsideration of decisions regarding service response time.

4. TERM AND CANCELLATION

4.1 Term of Agreement

This Agreement shall be in effect as of the latest date on which all parties have signed the document, and will continue in force until terminated.  Any party may terminate this Agreement upon giving written notice of termination to the other party not less than one (1) month prior to the date of cancellation which must be set forth in the notice.

5. MERGER AND MODIFICATION
5.1 Entire Agreement
It is understood and agreed that the entire Agreement between the parties is contained herein and that this Agreement supersedes all oral agreements and negotiations between the parties relating to the subject matter hereof.  All items referred to in this Agreement are incorporated or attached and are deemed to be part of this Agreement.  (For purposes of clarification, this clause does not apply to Special Conditions of grant programs related to WISCOM.  These conditions are part of a separate agreement and remain in effect.)
5.2 Amendments to Agreement
Any alterations, variations, modifications or waivers of provisions of this Agreement shall only be valid when they have been transcribed in writing as an amendment to this Agreement signed by the parties hereto.

6. DEFAULT

6.1 The USER’s failure to perform any of the provisions of this Agreement shall constitute a default.  Unless the USER’s default is excused by the SSMG, the SSMG may, upon written notice, immediately cancel this Agreement in its entirety.

6.2 Notwithstanding any provision of this Agreement to the contrary, under no circumstance shall the USER be relieved of liability to SSMG and/or System Administrators for damages sustained by OJA and the SSMG and/or WisDOT or WI OJA by virtue of any breach of this Agreement by the USER.

6.3 The above remedies shall be in addition to any other right or remedy available to the SSMG and or System Administrators under this contract, law, statute, rule and/or equity.

6.4 The SSMG’s or System Administrator’s neglect to insist upon strict performance of any provision or to exercise any right under this Agreement shall not be deemed a relinquishment or waiver of the same, unless consented to in writing.  Such consent shall not constitute a general waiver or relinquishment throughout the entire term of the Agreement.

7. MISCELLANEOUS PROVISIONS

7.1 Independent Parties

This Agreement does not create an employment relationship between the parties, nor does it create a partnership or joint venture between the parties.

7.2 Liability

Each Party will be solely liable for its own acts and omissions, and the results thereof, to the extent authorized by law.  Liability of the System Administrators and the SSMG is governed by Wisconsin Statute and other applicable law.

7.3 Data Privacy

The USER, its officers, agents, owners, partners, employees, volunteers, or subcontractors are subject to the applicable provisions of the Wisconsin Statutes regarding data privacy and all other applicable state and federal laws, rules, regulations and orders relating to data privacy or confidentiality, and any amendments to any of the above stated applicable provisions.  The terms of this paragraph shall survive the cancellation or termination of this Agreement.


7.4 Records – Availability/Access

Pursuant to Wisconsin Statutes, the USER’s books, records, documents, and accounting practices and procedures relevant to this Agreement are subject to review by the System Administrators, the SSMG, the State Auditor, and the Legislative Auditor for a minimum of seven (7) years.  The terms of this paragraph shall survive the cancellation or termination of this Agreement.

7.5 Contract Administration

In order to coordinate the services of the USER with the activities of the System Administrators and the SSMG so as to accomplish the purposes of this agreement, the parties hereto must communicate in a timely manner.  The first attempt to resolve disputes over this agreement shall be through the process outlined in the WISCOM Administrative Manual.

7.6 Notices

Any notice or demand which must be given or made by a party hereto under the terms of this Agreement or any statute or ordinance shall be in writing and shall be sent by registered or certified mail.  Notices to the OJA, the SSMG, and the WisDOT State Patrol shall be sent to the addresses stated below.  Notices to the USER shall be sent to the address stated below.

	To OJA and the SSMG:  

WI Office of Justice Assistance
	Attn: Statewide Interoperability Communications Manager
1 S. Pinckney St. Suite 615
Madison, WI 53703-2874

	To WisDOT:  	

Wisconsin Department of Transportation
	Division of State Patrol, BPSC
	Attn:  Communications Section Chief
	4802 Sheboygan Ave.  Rm. 551
P.O. Box 7912
	Madison, WI  53707-7912

	To USER:	
     
[bookmark: Text3]	     
[bookmark: Text4]	     
[bookmark: Text5]	     


7.7 Wisconsin State Laws Govern

The Laws of the State of Wisconsin shall govern all questions and interpretations concerning the validity, construction, and performance of this contract and the legal relations between the herein parties bound by it.  The appropriate venue and jurisdiction for any litigation hereunder will be those courts located within the County of Dane, State of Wisconsin.  Litigation, however, in the federal courts involving parties herein will be in the appropriate federal court within the State of Wisconsin.  If any provision of this contract is held invalid, illegal or unenforceable, the remaining provisions shall not be affected.

7.8 Coverage

The USER acknowledges that one-hundred percent (100%) radio system coverage of any area at all times is improbable.  There may be adverse transmission conditions such as short-term unpredictable meteorological effects and skywave interference from distant stations that can interrupt WISCOM.  Likewise, there are other causes beyond reasonable control of the System Administrators and the SSMG, including, but not limited to, motor ignition and electrical noise that may be minimized by corrective devices at the USER’s expense.  Any surveys, studies, research, or other measures taken to ensure the adequacy of coverage provided to the USER under this Agreement are the sole responsibility and expense of the USER.




Signature Page
IN WITNESS WHEREOF, the parties have executed this MOU by the signatures of the duly authorized representative of each on the dates indicated.  A photocopy or faxed signature is as valid as the original.

FOR:  USER
[bookmark: Text8]Signature: _____________________________________Name:     
[bookmark: Text6][bookmark: Text7]Title:     	Date:      


FOR:  WisDOT Bureau of Public Security and Communications
Signature: _____________________Name:__________________________________________
Title: Communications Section Chief________ 		Date: __________________________


FOR: WI Office of Justice Assistance
Signature: _____________________Name:__________________________________________
Title:___________________________________ 	Date: __________________________


FOR: Statewide System Management Group
Signature: _____________________Name:__________________________________________
Title:___Chairperson___________________________ 	Date: __________________________

Attachment A
Clarifications and Additional Agreement Clauses That Apply to This User::

1. A list of the authorized radio counts categorized by departments within the same unit of government at the time of the execution of this agreement.


This list is the same as reflected in the Level 1 and 2 User agreement submitted by this agency.

Additional radio count (to be procured in the next 90 days) that would increase the quantity of radios already provided under the Level 1 & 2 application:
     
















2. A list of talkgroups categorized by departments within the same unit of government at the time of the execution of this agreement.

[bookmark: Text10]The agency receives one talkgroup labeled on a radio display as      .  This talkgroup naming may be adjusted in the future without the need for a new user agreement.

Attachment B
Clarifications and Additional Agreement Clauses That Apply to This User:

1. A list of approved WISCOM radio tower sites for the designated USER agency:

     
     
     
2a, A list of approved enhancement sites for locally (USER) funded WISCOM talkgroups (cross out indicates this does not apply):

	a. ______________________tower site with ____________ talk channels

	b.  _____________________tower sites with simulcast to ___________________

	c. ______________________tower sites with gateways to___________________.


2b, A list of approved enhancements for locally (USER) funded WISCOM talkgroups:

	a. There are no local enhancements added to the existing WISCOM sites.

3. According to 2011 WI Act 32 (16.964 (15) (b) 2) The office may charge a person that is not a state agency a fee for use of the statewide public safety interoperable communication system under par. (a).  Local and federal user fees are enabled under 20.505 (6) (h) Public safety interoperable communication system; general usage fees. The amounts in the schedule to operate a statewide public safety interoperable communication system. All moneys received from users as fees under s. 16.964 (15) (b) 2. shall be credited to this appropriation account.  State agency user fees are enabled under 20.505 (6) (ka) Public safety interoperable communication system; state fees. The amounts in the schedule to operate a statewide public safety interoperable communication system. All moneys received from public safety agencies that are state agencies as fees under s. 16.964 (15) (b) 1. shall be credited to this appropriation account.  A schedule of fees and agreements for the shared expenses related to this Agreement:

	a. There will be no additional fees beyond what language exists in the Section 2.12.


4. The specific details regarding any FCC licenses locally held for use on WISCOM:

	a. Agreement regarding FCC licenses does not apply to this agreement.


5. A description of services and fees related to USER desired, and WisDOT-managed, local enhancement:

	a. This section does not apply to this agreement.


6. Any agreement regarding the USER’s authorization to access the Network Management system (check the box that would apply):
.

a.    This section does not apply to this agreement.

[bookmark: Check5]	b.  |_|  A partition of the WISCOM NMS will be created and access provided to the user to manage____________________________________________________________________.


7. The USER that desires Level 3 and 5 usage of an another USER’s local enhancement shall work with the enhanced site provider, the System Administrators, and the SSMG to define the provisions and cost sharing associated with this usage here:

a. This section does not apply to this agreement
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